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INTRODUCTION

®
What is eduroam? etluroam

eduroam is a global Wi-Fi roaming service designed specifically for the research and
education community. It allows students, staff, and researchers to enjoy secure and
seamless internet connectivity across thousands of participating institutions worldwide.
Once configured, users can move between campuses, libraries, and partner
organisations without needing to request guest access or re-enter login details, making
eduroam a trusted and convenient network for academic mobility.

What is geteduroam?

geteduroam is an application and onboarding platform that simplifies and secures the
process of connecting to eduroam. Instead of manually configuring certificates or
network settings, users authenticate through the app, which automatically installs the
correct security profile for their institution. To enhance security, geteduroam issues
short-lived credentials that expire after a defined period. When this happens, users
simply repeat the same setup steps to renew their access, ensuring that devices always
use up-to-date authentication details.

Installing and using geteduroam

geteduroam is available across a wide range of operating systems, including Windows,
macOS, Linux, Android, iOS, and ChromeQOS. Each platform has its own installation steps,
but the process is designed to be straightforward so that users can complete the setup
independently. The following sections provide clear, step-by-step instructions for every
supported device type. Simply identify the operating system your device is running and
follow the corresponding guide to configure your eduroam connection.
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Prerequisites for using geteduroam

Before you begin the setup process, ensure that you have:
1. An active internet connection

You must be connected to the internet (mobile data, hotspot, or campus guest
Wi-Fi) to download the app, access your Swinburne’s geteduroam portal, and
complete the sign-in process.

2. Your university login credentials

You will need your institution-issued username and password to authenticate and
generate your eduroam credentials.

About geteduroam Credential Expiry

geteduroam issues time-limited eduroam credentials that are valid for up to one (1) year.
Afterthe credentials expire, your device will no longer be able to connectto eduroam until
new credentials are generated.

To renew your credentials, simply follow the steps provided in the “Renewing Credentials”
section of this guide.

Support

If you encounter any difficulties during installation or connection, you may contact the IT
Support team at servicedesk@swinburne.edu.my for assistance.
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HOW TO SET UP EDUROAM ON YOUR DEVICE

Choose Your Operating System

Select your device’s operating system to view the setup instructions.

. Before You Begin

Make sure you have an active internet connection and your university login credentials

ready before starting the setup process.

o

Android

For Android
smartphones and
tablets
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For iPhone and iPad
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For Linux distributions
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1.Android (@

1.1 Install the app

1. Open the Google Play Store or Huawei AppGallery on your Android device.

2. Search for “geteduroam” and install the app.

geteduroam
’ SURF BV.

3.0%

2k reviews @ Rated for

About this app

Configure eduroam by using your institution profile

Alternative download

If the app is unavailable or does not install correctly, download geteduroam
version 1.0.16 from the following link:

https://apkpure.com/geteduroam/app.eduroam.geteduroam/download/1.0.16

During the installation, your device may prompt you to allow Chrome to install

apps from external sources — grant this temporary permission to complete the
installation.
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1.2 Select organisation and profile
1. Open the geteduroam app on your Android device.

2. Search for “Swinburne University of Technology Sarawak Campus” and select
from the search results.

Q Swinburnel

Swinburne University of
Technology Sarawak Campus

eciuroam

3. Selectyour profile (staff or student) and tap “CONNECT” to proceed.

& Select a profile

Swinburne University of Technology
Sarawak Campus
MY

Profiles

Helii

student

CONNECT
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1.3 Sign in and approve

1. Enter your login credentials on the sign-in page. If a consent page appears,
select your preferred consent option and tap “Accept” to continue.

SWIN

BUR S ] Office 365
Sign in

Email, phone, or Skype
Can't access your account?

Back Next

Need Help? Kindly contact the Swinburne
Sarawak ITS Service Desk +60 82 255 000.

2. Inthe geteduroam app, tap “Approve” to allow the app to use your account to
connect to eduroam.

Do you want to use your account to connect to
eduroam on this device?

Approve

» Why is this needed?
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1.4 Save the Wi-Fi network

1. When prompted, tap “Allow” to let your device connect to eduroam.

Allow suggested Wi-Fi networks?

geteduroam suggested networks. Device may
connect automatically.

No, thanks Allow

2. Choose your notification preference.

Allow geteduroam to send you notifications?
Allow

Don't allow

3. Tap “Save” to store the eduroam Wi-Fi profile on your device.

eduroam

Cancel
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4. Your eduroam configuration is complete. You can now close the app or return to
the profile screen to view your access validity.

geteduroam

J Wi-Fi configured

Close app

& Select a profile

Swinburne University of Technology
Sarawak Campus

MY

Profiles

staff

student

You have access until 15 February 2027 (in 11
months)

@ Configured (:)

5. Open “Wi-Fi settings” to confirm you are connected to “eduroam”.
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2.i0S (iPhone and iPad)
2.1 Install the app
1. Open the Apple App Store on youriOS device.

2. Search for “geteduroam” and install the app.

geteduroam

What's New

2.2 Select organisation and profile
1. Open the geteduroam app on your iOS device.

2. Search for “Swinburne University of Technology Sarawak Campus” and select
from the list.

Q swinburne

Swinburne University of Technology
Sarawak Campus
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3. Select your profile (staff or student) and tap “CONNECT” to proceed.

Swinburne University of Technology X

Sarawak Campus
MY

Profiles

student

CONNECT

4. When prompted, select “Continue” to allow the app to use geteduroam.my for
sign-in.

“"geteduroam” Wants to Use
"geteduroam.my” to Sign In

This allows the app and website to
share information about you.

2.3 Signin and approve

1. Enter your login credentials on the sign-in page. If a consent page appears,

choose your preferred consent option and select “Accept” to continue.

& ] Office 365
Sign in

Email, phone, or Skype

Can't access your account?
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2. Inthe geteduroam app, tap “Approve” to allow the app to use your account to
connect to eduroam.

Do you want to use your account to connect
to eduroam on this device?

Approve

» Why is this needed?

2.4 Allow Wi-Fi configuration

1. When asked to add a Wi-Fi hotspot, select “Allow”.

“geteduroam” Wants to Add a
Wi-Fi Hotspot Network?

2. Next, when asked to join the eduroam network, select “Join”.

"geteduroam” Wants to Join
Wi-Fi Network "eduroam”?
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3. After configuration completed, the app will show your access validity period.

Swinburne University of Technology

Sarawak Campus
MY

Profiles

staff

student

"-\'

Lo
v

You have access until 19 Feb 2027 (in 1 year).

eduroam

@ Connected (,

4. Open “Wi-Fi settings” to confirm you are connected to “eduroam”.

Wi-Fi

eduroam
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3. Windows 10/11

3.1 Download the geteduroam installer
1. Open aweb browser and go to:

https://cat.eduroam.org/

2. Click “Click here to download your eduroam installer”.

Start page About Language Manage Terms of use
eJuroam

Configuration Assistant Tool

eduroam® installation made easys

Chrome OS

Custom built for your organisation

Welcome to eduroam CAT

Connect your device to eduroam®

eduroam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

Click here to download your eduroam® installer

3. Search for “Swinburne University of Technology Sarawak Campus” and select it
from the list.

Organisation x
Select your organisation

Swinburne University of Technology Sarawak Campus
EE Malaysia

swinburne X

¥ Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in | Malaysia ~ | show all countries
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4. Selectyour profile (staff or student) and click “Continue” to be redirected to the
geteduroam portal.

Start page About Language Hell Manage Terms of use
eduroam P B ’ ®

Configuration Assistant Tool

select another

Swinburne University of Technology Sarawak Campus

Select the user group
staff

student l eduroam Profile for Student

Your local administrator has specified a redirect to a local support page
When you click Continue this support page will be opened in a new windowftab.

MYREN

3.2 Download and install geteduroam

1. Inthe geteduroam portal, click “Apps” and select “Windows” to download the
app.

etiuroam

geteduroam

For most users, the easiest way to use geteduroam is to use one of the official apps.

Android i0S Windows Huawei

For some platforms there are no apps available. For these platforms, you can download a configuration profile that you can install
directly using the operating systems facilities.

macOS ChromeOS

» Options for other platforms and professional users

2. Openthe geteduroam .exe file. You will be redirected to your default browser for
authentication.

Sign in

Email, phone, or Skype

Can't access your account?

Back Next
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3. Signinto your account by entering your login credentials.

4. Click “Approve” to allow your account to connect to eduroam.

Do you want to use your account to connect to eduroam
on this device?

Approve

» Why is this needed?

5. You’ll see this message when the connection to eduroam is successful.

e(iuroam

The app has been authorized!

You may now close this tab and return to the app.

geteduroam
Login

You are now connected to eduroam.

6. Open your system’s Wi-Fi settings and verify that you are connected to
eduroam.

< Wi-Fi

= eduroam

Connected, secured

Disconnect
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7. You canrun the geteduroam app to view your access validity, which will display
how many days your eduroam account remains active.

Your account is valid for
359 more days

Select another profile

Repair your account

BJ‘I roam
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4. macOS (iMac and Macbook)
4.1 Download the eduroam configuration
1. Open aweb browser and go to:

https://cat.eduroam.org

2. Click “Click here to download your eduroam installer”.

cateduroam.org

J Start page About Language Help Manage Terms of use
eduroam

Configuration Assistant Tool

edurcam@® installation made easy:

Android

4.3+

Gl‘iu roam

Custom built for your organisation

Welcome to eduroam CAT
Connect your device to eduroam®

eduroam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

Click here to download your eduroam® installer

3. Search for “Swinburne University of Technology Sarawak Campus” and select it
from the list.

Organisation
Select your organisation

Swinburne University of Technology Sarawak Campus
2= Malaysia

Q. swinburne (<]

» Help, is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in  Malaysia ¢ show all countries
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4. Selectyour profile (staff or student) and click “Continue” to be redirected to the
geteduroam portal.

cat.edurcam.org

Start page About Language Halp Managa Tams of use
eciu roam

Configuration Assistant Tool

select another

Swinburne University of Technology Sarawak Campus

Select the user grol SWIN
_ oduroam Profio for St BU I‘: -
+NE

Your local administrator has specified a reditect 1o a local sUpport page.
When you click Continus this support page will be openad in a new windowsab,

4.2 Download the network Wi-Fi profile

1. Inthe geteduroam portal, click “Apps”.

.
eduroam

geteduroam

geteduroam's aim is to make eduroam client setup safer and easier.
We provide apps for different platforms, desktop and mobile, that can obtain and install eduroam certificates.

The apps also support CAT profiles for users whose institutions do not support getedurcam yet. This means that everyone can
use these apps right from the start.

2. Select“macOS”.

.
eduroam

geteduroam

For most users, the easiest way to use geteduroam is to use one of the official apps.

Android i0s Windows

For some platforms there are no apps available. For these platforms, you can download a configuration profile that you can
install directly using the operating systems facilities.

mac0OS Chrome0Ss

» Options for ather platforms and professional users
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3. Signin using your credentials. If prompted, accept the consent request.

Sign in

Email, phone, or Skype )

Can't access your account?

Back Next

4. Download the generated .mobileconfigfile.

If the download does not start automatically, expand “Download not starting?”
and click “Start download” to manually download the file.

Do you want to allow downloads from
“cat.eduroam.org” and “swinburne-
staff.geteduroam.my"?

You can change which websites can download files in the
Websites section of Safari Settings.

Cancel Allow
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4.3 Install the Wi-Fi profile

1. Open the downloaded .mobileconfig file. Review the profile and click “OK” to
install.

® Downloads : =k { Q

@ Recents Name Size Kind Date Added
13KB Configu...n Profile Today at 11:
9

[=# shared

Favourites

A\ Applications
= Desktop

D Documents

Profile Downloaded

Review the profile in System
Settings if you want to install it.

OK

2. Goto “System Settings” > “General” » “Device Management”. Select the
eduroam profile and click “Install”.

< Device Management

F ! Work or School Account Sign In...

]
Signin
wit — Downloaded

eduroam

Profile Downloaded ) & Profile not installed. Double-click to review.

=

) Bluetooth

@ Network

B cnergy
a General

@ Accessibility
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Are you sure you want to install this profile?

g eduroam

swinburny

Received 23 Feb 2026 at 11:55 AM

Settings Certificate

Passpoint Ketwork
edurt
Details
Certificates (2)
Deseription 2gsTkw3vrantskpx@swinburne.edu.my
Certificate ZgsTkwavranTskpx bLrne edu.my
18 Feb 2027 at 11:54 AM

swinburne edu.my Lat's Wi-Fi CA

Description 1SRG Root X1
Certificate ISRG Root X1
Expires 4 Jun 2035 at 7:04PM
Issuer 1SRG Root X1
Passpoint Networks (2)

Description Wi-Fi {roaming via Passpoint)
Passpaint Domain swinburne.edu.my
Operator Name swinburne.adu.my via Passpoint
EAP Type EAP-TLS
Auto Join True

Proxy Typa Nona

Description Wi-Fi {eduroam)
Network eduroam

yption WPA2 Enterprisa

Install... Ignore  Cancel

Are you sure you want to install
profile “eduroam”?

This profile contains certificates
that will cause additional websites
or services to be trusted by this
Mac.

Install

Show Details

Cancel
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3. Enter your Mac password when prompted and click “OK” to continue.

Device Management/MDM

Device Management/MDM wants to
make changes.

Enter your password to allow this.

Administrator

Password

Cancel

4. Once the profile is successfully imported, you will be able to connect to the

eduroam Wi-Fi network.

Wi-Fi

Known Networks

< Swinburne

= eduroam

Other Networks

Wi-Fi Settings...
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5. Linux £

5.1 Download and install geteduroam

1. Download the Linux GUI version from:
https://github.com/geteduroam/linux-app/releases

2. Install the application according to your distribution.

3. When prompted with safety warnings, click “Install” to confirm.

geteduroam-gui

Potentially unsafe

This package is provided by a third party. Installing packages from outside the App Center can increase the risk to
your system and personal data. Ensure you trust the source before proceeding. Learn more about third party

packages
m Learn about managing Deblan packages =

Size License Links

7.85MB unknown https://geteduroam.org/

This package is provided by a third party and may threaten your
system and personal data.

Are you sure you want to install it?

Cancel Install

4. Enteryour system password and click “Authenticate” to proceed with the
installation.

Authentication Required

Authenticationis required to install untrusted
software

O

(g

Test

Password @

Cancel

5. Runthe geteduroam app.
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5.2 Authenticate and connect

1. Inthe search box, type “Swinburne University of Technology Sarawak Campus”
and select it from the list of results.

geteduroam GUI = o x

Q swinbur @& | =

Swinburne University of Technology Saraw

el
/

N,

BJI.I roam

2. From the list, select your profile (staff or student).

Please select a profile:

staff

student

3. Abrowser windows will open for authentication. Sign in using your Swinburne’s
credentials.

geteduroam GUI = ) X

Can't access your account?
e
Your browser has been opened to authorize the client
o

Cancel

Need Help? Kindly contact the Swinburne
Sarawak ITS Service Desk +60 82 255 000.
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4. Acceptthe consentrequestif prompted.

5. Click “Approve” to authorize the connection.

Do you want to use your account to connect to eduroam

on this device?

6. Onceyou see the “Authorized” confirmation message, close the browser.

Authorized

The client has been successfully authorized. You can close this browser window.

7. Returnto the geteduroam app and select your notification preference. You
should then see the “Success!” screen showing your eduroam profile and its
validity period. You are now successfully connected to eduroam.

This connection profile will expire in 360 days.

Do youwant to enable notifications that warn for imminent expiry using
systemd?

Success!

Your eduroam profile has been added

Your profile is valid for: 360 days

&

8. Open your system’s Wi-Fi settings and verify that you are connected
to eduroam.

6 Wi-Fi ©

. Swinburne

¥, eduroam v
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6. ChromeOS @&

6.1 Download the eduroam configuration
1. Open aweb browser and go to:
https://cat.eduroam.org

2. Click “Click here to download your eduroam installer”.

% cateduroam.org

1 Stan page About Language Help Manage Terms of use
uroam

Cenfiguration Assistant Tool

ram® installation made easys

Apple iOS devices

iPhone, iPad, iPod touch

it for

nisation thar coordinates eduraama®: GEANT Assoeiation

Welcome to eduroam CAT
Connect your device to eduroam®

eduroam® provides access to thousands of Wi-Fi hotspots around the world, free of charge. Learn more

Click here to download your eduroam® installer

3. Search for “Swinburne University of Technology Sarawak Campus” and select it.

Select your organisation

Swinburne University of Technology Sarawak Campus
S Malaysia

[swinburne x]

» Help, my organisation is not on the list

Locate me more accurately using HTML5 Geo-Location

Show organisations in | Malaysia ~|show all countries
A

4. Choose your profile (staff or student) and click “Continue” to be redirected to
the geteduroam portal.

J Start page About Language Help Manage Terms of use
eduroam

Configuration Assistant Tool

Swinburne University of Technology Sarawak Campus

Select the user group
Stait

eduroam Profile for Staff

Your local administrator has specified a redirect to a local support page
When you click Continue this support page il be opened in a new windowtab.
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6.2 Download the network configuration profile

1. Inthe geteduroam portal, click “Apps”.

eclu roam

Apps

geteduroam

- Client certificate authentication made easy
geteduroam'’s aim is to make eduroam client setup safer and easier.
We provide apps for different platforms, desktop and mobile, that can obtain and install eduroam certificates.

The apps also support CAT profiles for users whose institutions do not support geteduroam yet. This means that everyone can use
these apps right from the start.

2. Select“ChromeQS”.

eciuroam

geteduroam

— eduroam authentication made easy

For most users, the easiest way to use geteduroam is to use one of the official apps.

For some platforms there are no apps available. For these platforms, you can download a configuration profile that you can install
directly using the operating systems facilities.

» Options for other platforms and professional users

3. Signin usingyour credentials. If prompted, accept the consent request.

] Office 365

Signin

Email, phone, or Skype

Can't access your account?
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If the download does not start automatically, expand “Download not starting?”

and click “Start download” to manually download the file.

geteduroam

eduroam authentication made easy

Your download will begin shortly

» Download not starting?

After downloading the file, open the Chrome browser and
browse to this URL: chrome://network. Then, use the
Import ONC file button. The import is silent; the new
network definitions will be added to the preferred
networks.

6.3 Install the network Wi-Fi profile

1. Open the following URL in a new tab in the Chrome browser Chrome://network.
Click “Choose File” on the “Import ONC File”, select the generated .onc file

generated in previous step, and click “Open”.

€« c & Chrome  chrome://network

"recommendedValuesAreEphemeral™ false,
"userCreatedNetworkConfigurationsAreEphemeral": false,
"allowTextMessages": 0

-~

DHCP Hostname

Cellular Activation

Open Cellular Activation Ul

Reset eSIM profile cache

Reset eSIM profile cache

Disable eSIM profiles

Disable active eSIM profile

Reset eSIM

Reset eSIM

Reset ApnMigrator

Reset ApnMigrator

New Wi-Fi Network Dialog

Show ‘Add new Wi-Fi' dialog

Import ONC File

Choose File | No file chosen
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[ seiecta il to open x |
@ Recent My files > Downloads Q @ Az
- O Myfiles Name Size Type Date modified
0O scresnshot = Folder Today 10:48 AM
[ myeduswinbume 20260223024625. TKB ONC file Today 10:46 AM

+ 43 Google Drive

Go to “Settings” > “Network”. Select the eduroam network and click “Connect”.

Join Wi-Fi network
SsiD

eduroam

Security

EAP method

EAP-TLS -

Server CA certificate

ISRG Root X1 [ISRG Root X1] -

Subject match

radius.geteduroam.my

Subject alternative name match

Cancel m

Open your system’s Wi-Fi settings and verify that you are connected to
eduroam.

< Network (o

¥ Wi-Fi [ o]

Known networks

<% eduroam
Connected
¥, Swinburne

Unknown networks

¥ Guest@Swinburne
W, SUTs@Event

'. SWIPE-WMCPRO-0300
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RENEWING CREDENTIALS

Why eduroam credentials expire

geteduroam issues short-lived credentials for security purposes. These temporary
credentials help to:

e Reduce long-term risk in case a device is lost, stolen, or compromised.

e Ensure only active users (students, staff, researchers) continue to have access.

e Force periodic refresh of authentication details so outdated certificates or
passwords do not remain on devices.

This expiry mechanism helps protect both users and the institution’s network.

When you need to renew

You must renew your credentials when:

e The geteduroam app notifies you that your access is expiring, or
e You are unable to connect to eduroam after your validity period ends.

Your geteduroam credential is valid for ONE year. After that, you’ll need to renew them.

How to renew your eduroam credentials

Renewal is simple—you perform the same setup steps you did the first time you installed
geteduroam. General renewal steps (all devices):

1. Openthe geteduroam app (or go to the geteduroam portal, depending on your
platform).

Select organisation — “Swinburne University of Technology Sarawak Campus”.
Choose the geteduroam profile.

Sign in again using Swinburne’s username and password.

Approve the consent prompt if it appears.

The app will generate a new set of credentials, replacing the old ones.

ook 0D

Important notes for macOS and ChromeQOS:

These systems store configuration profiles. To avoid conflicts when renewing:
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1. Remove the old eduroam profile before creating a new one.

e macOS:
System Settings — General — Device Management — remove ‘eduroam’

profile
e ChromeOS:

Settings — Network — remove the existing eduroam configuration

2. Follow the normal setup steps again to install a fresh profile.

Windows / Android /iOS / Linux

No manual removalis needed. The geteduroam app automatically replaces expired
credentials during setup.

How to know your renewal was successful

e A confirmation page appears in your browser or the app.
e The app shows a new validity period.
e Your device reconnects to eduroam automatically.
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